Service Level Agreement (SLA)

Beiween

The Michigan State Police (MSP)

and

The Department of Information Technology
(DIT)

The partles to this agreement have agreed to the following
content with the understanding that representatives from DIT
and MSP will finalize specific items no later than October 31,
2003 and execute the appropriate amendment.

Duration of Agreement

From: October 1, 2003 To: September 30, 2004

Signatories

Signed for and on behalf of:
Depariment of Information Technology

By: - I ket
Teri Takai, Director

/.
By : o idtet 3 ar By: f/f/ﬁ?"f'//x(fff{{

Gary Blair, Information Officer Lt. Col. Thophas J- Miller, Deputy
Director

Dated: Dated: _ Y, ¢ &3
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1.0

2.0

3.0

GENERAL

Purpese and Objective

This Service Level Agreement (SLA} has been jointly crealed by the
Michigan State Police (MSP) and the Department of Information Technology
(DIT) to detail the conditions and expectations of our two organizations
regarding the delivery of information technology services.

We believe this SLA will help us express our expectations of each other,
manage our respective workloads, communicate more effectively and
quickly resolve any service problems that may arise. This docurment can be
viewed as a building block that will contribute to a long-term relationship.
Accordingly, no changes will be made to this document without the
agreement of both organizalions. This document will remain in effect until
explicitly replaced or terminated.

Scope

DIT wiil provide Lhe following services at all MSP locations. These services
include application development and maintenance, helpdesk services,
voice, desklop and field services, computing services, data and network
connectivity services, disaster recovery and business resumption services,
information lechnology and consulting services, IT procurement and 1T
contract management. The following services are not provided by DIT and
therelore are not part of this agreement; [

Roles and Responsibilities

DIT shall:



+ Be responsible for providing the resources and skills to deliver the
agreed-to services identified in the SLA.

= Communicate the methodology for pricing and the process for
collecting fees and payments.

+ Organize, facilitate and allend meetings in order to mest service
objectives and business demands.

«  Commil to teamwork and confiict resalution.

« Ensure the needs and concems of DIT and the Agency are
represented.

MSP shall:

» Assign an individual as the Department SLA Manager.
+« {Commit to teamwork and conflict resolution.

e (Communicate all issues and problems to DIT following the problem
management and escalation procedures outlined in this document.

e« Communicate with DIT to ensure that DIT is adequately informed
about MSP needs, requirements and business directions. The
Agency must communicate with DIT immediately if there are
changes in program direction. New iniliatives must be
communicated to DIT so that adequale preparation and
procuremenl lime is available to implemenl new or enhanced
services.

» Include appropriate DIT Information Officer (10) in 1T strategic
planning activities.
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5.0

Contact Information:

The Information Officer will be the primary representative from DIT
managing and ensuring service delivery as identified in the SLA.

[Insert Name, phone, location, e-mail address of the Information Officer]

[ | has been identified as the Department's
SLA Manager and will be the primary representative for MSP

Cuslomer Service Center (

The DIT Customer Service Center is available 7:30 am — 5:00 pm Monday
lhrough Friday. This Customer Service Center is the point of contact for
MSP service requests and problems. In the case of the Law Enforcemoent
inforrnation Network (LEIN) application the continucd usc of the LEIN
helpdesk which is covered 24 hours a day, 365 days a year {0 support the
LEIN appfication will remain separate unfif the unit is physically combined
with the Enterprise Melpdesk. Thce number for the LEIN helpdesk is
(517)336-6123.

SLA Problem Management and Escalation

(=1



6.0

7.0

8.0

It is anticipated that the services provided by DIT will be acceptable to the
Department. ln the event that the Department is dissatisfied with the
services provided, the Deparlmenl SLA manager should contact the DIT
0. The IG will resolve the issue o the Department’s satisfaction. 1f a
mutual resciution can not be reached, the issue will be elevated to the
Director of the Department of Information Technology.

SLA Document Change Process

Changes to this agreement may be negotiated based on changing
business o©r service needs or significant variances from  service
commitments. Requests can be submitted to the 1D or the Department’s
5SLA Manager, and they will negotiate the changes. The changes must be
agresd to by the Directors, or their designees, of both organizations.

Maintenance and Distribution of the Agreement

The 10 is responsible for maintaining this Agreemsant and ensuting that

changes have been incomorated when appropriate prior to distributions of
New versions.

Distribution of copies within the M5F organization is the responsibility of
the Department SLA Manager.

Billing and Invaicing

The DIT services charges will be based on actual costs, which are
decmed fully allowable and appropnately assigned or allocated to
respective DIT services as required by OMB Circular A-57. DIT is in a
transition period. As a service provider to State of Michigan agengias, the
ultimate direction is to move to a fully-rated cost recovery model. Moted
below are cost treatments and charge-back methodologies for DIT
services for FY 2003.

Invoices must be paid within 30 days of receipt. If an item is disputed the
remaining invaice amount must be paid in full within 30 days of receipt.

MEP must notify Corey Sparks of disputed items within 10 days of receipt
of invoice.

DIT Cost & Cost Recovery Treatments FY 2003

Direct Charges: The MS5F will be charged for cosls directly associated
wilh the delivery of 1T services. Exampies include: direct agency assigned
staff and agency specific IT procurement. In some instances there arg
staff who are working for multiple agencies in a non-rated service.
Program managers will provide work distributions based on time reporting
data for staff in these roles. Stafiing costs will be charged to the MSFP



based on distribution percentages. DIT will continue to maintain time
statistics. Time statistics will be distributed to each Agency cn a maonlhiy
basis, ar as agreed upon by the Agency and DIT.

Program Administration (PA): Program Administration {which includes
divisional, sectional and team administration) expenditures are costs
incurred by program management in the delivery of IT services. An
example of such cost is the Director of Agency Services. Costs incurred
by the Director of Agency Services will be allocated to the MSP as a
function of Agency Services’ direct salaries charged by Agency. PA will
be allocated to the first-line staff through step-down allocations based on
salary dollars.

Rated Services: The MSF will continue to be charged for rated services
such as Telecommunication data and wveice networks, Data Center
Services, Project Management and Center for Geographic Information

Searvices, ete. Rated services are charged based on usage for the specific
gservice per published rate schedules.

Desktop Services: Deskiop Services costs will ultimately be recovered
through a rated structure. Initially, however deskicp costs will be allocated
o the MSP based on relative percentage of desktops.

Dreskiop Services x  Agency Desktop Count = Agency Charge
Total Costs Total Deskiop Count

Where required, Remedy statistics may be used to aid the DIT in further
distribution of desktop costs. {(Note: Specific desktop purchases will be
charged directly to the MSP and not allacated.)

Distributed Processing (DP): Distributed Processing services (local
nelworks, servers, email, mainframe operations productions support, etc.)
will be charged to the MSF based on direct assignment of staff. DP

program administration will be allocated to first-ling workers via step-down
function based on salary dollars.

Enterprise Portal Costs: Enterprise Portal costs will be allocated to the

MSP based on a weighted-average of content pages and page views for
internet costs.

Rent: DIT recognizes that there may be instances during transition where
DIT stall who are servicing multiple agencies may be housed with an area
that heretofore had been dedicated to a single agency. DIT will
recommend a method for equitable allocation and “true-up” of these costs
for treatmenl beginning with the FYQ4 billing cycle.
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Annual Reconciliation: DIT will conduct an annual reconciliation of
charges, or "trug-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may elect to refund any
difference to customers through a final adjustment to billings. However, if
differences are within reasonable levels, they may be carried forward as

adjustments to future year's charges or rates as provided in OMB Circular
A-BT.

Meetings: DIT financial staff, in coordination with the M5F's Information
Officer, will meet on a regular basis with MSP staff to review DIT invoices
{invoices typically presented on a monthly basis) and identify and resclve

any hiling adjustments, omissions and related issues that may be
identified.

Spending Plan: DIT financial staff will prepare and distribute a spending
plan each month that annualizes expenditures, year-to-date, againsl the
Agency Inter Departmental Grant ({DG). DIT financial staff, in
coordination with the MSF's 10, will meet on a regular basis wilh MSP siafl
1o review the spending plan, identify funding shortages, and jointly prepare
an action plan to spend within available resources.

Audit Clause

As part of this SLA, the MSP and DIT agree to this audit clause which
provides that financial records, documents, data, accounting procedures
and practices, programs, prgjects, information systems, or any other items
of the service provided, deemed relevant to the SLA by MSEP and DIT, are
subject to examinaticn by the appropriate MSP and DIT representatives.
The M5F and DIT will, and will cause its subcontractars and suppliers to,
provide to the MSFP and DIT {and intermal and external aodilors,
nspectors, regulators and other representatives that the M5P and DIT
may designate from time tc time) access at reasonable hours to the MSP
and DIT personnel, to the facilities at or from which services are then
being provided and to the MSP and DIT records and other pertinent
information, all to the extent relevant to the services and MSFP DIT's
obligation. 5Such access will be provided for the purpose ol perlorming
audits and inspections. The MSF and DIT will provide any reasonable
assistance requestied by either party or their designee in conducting any
such audit, including installing and operating audit software.

Following an audit, the MSP and DIT wili conduct an exit conference with
MSEP and DIT representatives. The MSP and DIT will meet to review each
audit report promptly after the issuance thereof and the MSP and DIT will
respond to each audit report in wnting within thirty (30) days from receipt
of such report, unless a sharter response time is specified in such report.
The MSF and DIT will develop and agree upon an action plan to promptly
address and resolve any deficiencies, concerns, and/or recommeandalions
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in such audit report and the MSP and DIT will undertake remedial action in
accordance with such action plan and the dates specified therein.

Service Reviews

Quarterly {or as needed) reviews will be conducted with the Department's
SLA Manager to assess service effectiveness, address service problems,
and evaluate service delivery in light of business needs and available

resources. Particular attention will be paid to notable deviations from
commitments.

As a basis for the review, the 10O and Deparimenl SLA Manager will
collaborate in collecting, analyzing and reporting service data associated
with the SLA. A report describing project statuses, issues addressed,
decisions made and actions taken will be published within five (5) days of
the review meeting.

This review will also include advice from BIT on technology options that
have become available that could improve the overall level of service. This

review will also serve as an opporiunity to identify improvements in
performanca.

AGENCY SUPPORT SERVICES

New Systems Development

Application deveiopment requests will be submitted through the process
developed by lhe MSP and the 10, Agency responsibilities will minimally
include:

Development of the Project Feasibility document, which shall describe the
general business problem being solved. This document must include
Agency authorized signatures and funding scurce. Prior to proceeding
with the project, the Agency shall be responsible for developing the project
charter, with assistance from DIT. This document must identify:

# Project scope.
» DIT and Agency Roles and responsibilities.
- Project management and project ownership.

Where DIT resource (staffing) conflicts exist, the Agency must re-prioritize
current projects and current maintenance efforts to accommodate new
system developmont. The agency will prictitize projecis aided by
recommendations provided by DIT. This priontization should also include
current maintenance work, current new development work, and new
projects.
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Application Maintenance and Suppaort

Enhancement and maintenance requests will be submitted through the
process developed by the 10 and the MSP. Application maintenance and
support includes the following:

Enhancement sub-divided as follows:

= Major Enhancement: involves significant new requirements, but
does not alter the overall makeup of an existing solution. This may
entail adding, changing or deleting functions for the existing
soluticn.  Major enhancemenits will usually cause an impact to the
business, erganization or architeciure and may require significant
cost, effort, and time to complete. Examples may include migration
to a new application platform, adding new interfaces, or re-
designing a database.

= Minor Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
organization, or architecture. Examples may include updates to
data tables, updating a field on an HTML view, or updating a
module that was originally changed via an emergency fix.

Maintenance sub-divided as follows:

=  Corrective Mainlenance: includes work that is initially spawned by
a prablem incident report and is generally referred to as a “fix.”
Involves changes made to application code in support of new or
changed system software. Cost and effort are relatively low. This

work may be initiated to provide a complete fix after an emergency
fix was periormed.

= Emergency Fix: defined as the occurrence of a problem that must
be addressed immediately, such as the disruption of a system or

application.
Urgent — life and death situations.
High — public impact, signilicantly impacts a large

number of usars, or inability to mest deadlinas
for statutory paymeants.

Medium —  all ather situations that have impact on users.

» Perfective Maintenance: involves work that is initiated in order to
avert foreseeable problems, improve performance, quality,
reliability, eficiency, usability, or maintainability of an installed

solution. Examples may be new reports or changes to existing
repors.

DIT will be responsible for on-going system maintenance, unless
olherwise outsourced to a vender, for the duration of this agreement.



Should system maintenance obligations impact the delivery of new
systems, or resources not available within the existing staffing structure,
the Agency will be responsible for prioritizing maintenance efforts. The
agency wilt priontize projects aided by recommendations provided by DIT.
This pricritization should also include current maintenance work, current
new development work, and new projects.

C. CRITICAL APPLICATICNS

The following applications are considered crifical 1o the agency, and
detailed service level agreements are included in Appendix A:

[ !

0. DISTRIBUTED PROCESSING OPERATIONS

1.0 Overview

The Distributed Processing Operations (DPO) Division within the DIT is
responsible for the planning, design, enginsering and operations of all local area
networks for the State of Michigan. UDPQ also offers server and application
hosting services, e-mail service, file and print services, operating system support,
maintenance support, software and hardware technoclogy refreshment services in
a variety of different facilities in a distributed environment.

DPO services are typically provided on a 5 X 12 basis,; however, lhe Agency has
the option to extend coverage via an on-call service.

DPO also oflers mainframe job scheduling, operalions and data entry services.

2.0 DPO Services

CPO provides the following types of services to Agencies:

Facilities Management Metwork Management
Server Procurement Job Scheduling/Execution
Server Software Inslallation Mainlenance Agreements {SW & HYY)
AssetConfiguration Management | Server f HW Capacity Planning
| Server Inslallation/Setup Service Reguest Managementi
Server Backup/Recovery Software Problem Management/Patch
Process
Senver Documentation Print Services
Server Security Cperations

| " Metrics/Utilization Reporting
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| User Profile Management. Application Server Suppart '
- Parformance Tuning Server Software Distribution
Server Monitoring and Comective | Change Control
Action S
Performance Tuning Soflware Yersion Control
Server Maonitoring and Corrective
Action P |

DPO Monthly Costs

DPOQ charges for FY(03 are costs directly associated wiih the delivery of
the services listed above. Thess charges include three types of costs:
Fayroll, Fregram Administration, and Support Costs.

« Payroll consists of actual payroll charges for the pay pericds
ending during the invoice month. DPO staff is charged to an
agency as dedicated to the agency, allocated to the agency, or
based on a time distribution.

« Dedicated: Costs of DPO employees working full-time for a
single agency.

= Allocated: Costs of supervisors and managers are allocated
based on salary costs of employees in their reporting
organization.

» Time Distribution: Some DPO employees provide services to
multiple agencies. For these employess, their costs are
distributed as a percentage or time worked for each agency.

+« Program Administration {PA) sxpenditures are costs incurred
by program management in the delivery of DPO services. An
example of such c¢ost is the Director of Distributed Processing
Operations. Costs incurred by the Director of Distributed
Frocessing Operations are allocated to agencies as a function
of Agency Services' direct salaries.

« Support costs are expenditures such as travel, telephones,

pagers, copier rental, office supplies, and other C55&M related
to the staff in the DPQ organization.

IT PROCUREMENT

Overview




Contract & Procurement Services provides agency-specific and enierprise-wide
procurement and contract management services for IT commodities and
SEervices. MAIN processing activities, wendor interaction, and 5tate

approvalfreporting requirements are handled by DIT Contract & Procurement
Services.

2.0 Contract Management Services

DIT Contract Management Services is responsible for processing all T related
contractual service requests, and ensures that the services provided meet
contract specifications.

In serving the IT procurement needs of the Agency, DIT Contract
Management Services will:

= Assist Agency in developing, renewing, and re-bundling IT coniracts.

= Work with Agency and project managers in identifying IT needs and
developing statemenis of waork.

= Copordinale wilh DMB to determine most appropriate contract vehicle to
oblain services.

» Develop contract language for Request for Proposal, Invitation to Bid,
and Sole Scurce contracts.

= Work with Agency procurement and personnel stall o oblain
Department of Civil Service approval, via C5-138, if needed.

= Participate in pre-bid meetings, oral presentations, and joint evaluation
committee process and vendor selection.

* Review contractor's detailed work plan te ensure it will result in
meeting the objectives and tasks stated in the contract.

= Acl as ligison between Agency and Contractor in order to mutual
understanding of the respective roles and responsibiliies of the
contractor and the Agency.

» Prepare contract portfolio and status reports to share with
management staff regarding contract management and activity.

* Monitor contracts with existing vendors and make recommendations
on extensions and renewals using uniform analysis.

= Manage contract change requests.

=  Monitor financial data for each contract to ensure that contract is on
budget.
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» Monitor all contract activity o ensure compliance with contractuai
obligations and DIT strategic direction.

* Leverage resources and create cost savings by establishing contracts
using a best-practice, best-price, and best-value mindset.

= Promote proactive management of the IT coniract portfolic through
valued partnership and foster an enterprise-wide perspective.

» Coordinate funding approvals.

= Adhere o Executive Dirsctives/Executive Orders, DIT and Agency-
specific requirements in processing |IT contractual service requests.

* Process approved agency contractual service requests in a timely and
efficient manner.

= Seek agency approval of satisfactory services / product received prior
to payment of vendor invaices.

Procurement Services

DIT Procurement Services covers the purchase of all non-delegated 1T
commadities and services for 5tate agencies.

The DIT Procurement Services Section performs all MAIN-related
functions for IT procurements. These include requisitions, purchase
orders, change orders, receivers, and cancellations. UIT Procurement
Services will issue Agency-specific procurement requisitions in a
designated MAIN ADPICS department number and rtoute those
documenls for view and approval by the Agency, based on approval path
information provided by the Agency. DIT Procurement Services will notify
end users of request status throughout the procurement.

In serving the IT procurement needs of the Agency, DIT Procurement
Services will:

= Adhere to Agency-specified approval requiremants for IT purchases;

= Provide a vanely of methods for Agencies to request the purchase of
deskiop commaodilies, including telephone requests, e-mail, fax, ID-mail
requests;

« Process approved Agency procurement requests through appropriate DIT
approvers in a timely and efficient manner;

+ (Chack published on-hand stock status for items that can be redeployed
frec of charge before procuring new items using Agency funds;



= Frocure commaodities that meet published enterprise standards;

« Use a vaniety of procurement methods, including the MAIN system and
procurement cards, to purchase items at the most {avorable cost and
value;

« Motify the Agency of procurement request status;

« |f reguested, use Agency-specific coding in selected fields of MAIN cading
blocks to assist the Agency in reconciling its monthly invoice;

= Establish and maintain a MAIN ADPICS department approval path to
route Agency-specific purchases for approval and viewing by Agency siaff;

« Work with the Depot to perform the receiving function for commodity
purchases;

» Adhere to State Executive Directives and instructional memaoranda
regarding the approval, processing, and reporting of IT commodities;

+ Expedite orders as quickly as administratively pessible for urgent Agency
requests;

= Coordinate procurement efforts with those of DIT Infrastructure Services,
Agency Services, and Administrative Services to streamline receipt,
delivery, and billing for commodities;

+« Frovide procurement contact namas and instructional media to Agency
staff regarding DIT procurement methods.  If requested, meot with and
train Agency staff on DIT procurement processes;

« Work cooperatively with DIT Infrastructure Services to maintain warranty
and maintenance agreemenis for software and hardware serving the
Agency;

« Sinive to lower Agency costs for licensing and maintenance purchases by
gombining precurements for volume discounts;

+« Process assigned invoices in a2 timely manner and work proactively with
UME Accounts Payable staff to ensure timely, accurate payment of vendor
invaices.

The Agency will be responsible ta:

= Enter Account Code (AC3) information into requisitions in the approval
path, if the Agency chooses to request AC3 coding for its IT purchases;



e For IT desktop commadity purchases, supply informalion identifying the
end user's name, phone number, and physical location to assist in
notification, delivery, installation, and inventory tracking;

= Provide Agency-specific ADPICS department number and level number
for inclusicn in the DIT approval path;

» Provide DIT Procurement wilh current information on Agency-designated
signatories and approvers for DIT-0015 ({Procurement Request)
documents and Client Service Center Procurement requests;

+ Indicate whether funding for each procurement request is included in the
IDG;

« Comply with the requirements of the End User Computing freeze on
deskiop commodities by providing a business case for any deskiop
commaodity request that includes some portion of general fund maonies.

Charges to the Agency for Procurement Slalf will be based on the percentage of
transactions processed for the Agency by ils designated procurement liaison{s)
and related percentage of the supervisor and overhead costs. Remedy statistics
may be used to calculate number of transactions processed for the Agency.

F. SECURITY SERVICES

1.0  Security Services Qverview

Security Services cover the development, maintenance, implementation, and

enlorcement of security-related policies and procedures for State Government IT
resources.

It also includes incident management, monitoring, and interaction with non-State
of Michigan security entities to insure that lhe State’s IT infrastructure is safe
frarn entities outside State Government as well as within State Government.

20 Scope

+ Development of security-related policy and pracedures.

» Coordination, implementation, and enfercement of all relaled security
policies.

« Monitoring of security processes.
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Security Services

Security Awareness and Assessment

Essential Base Services:

Bevelopment of Security Guidelines and Standards

. Development of guidelines and standards to meet state and federal

security obligations and needs.

. Coordination of DIT Security agreement processes with agencies.

Provide security-related tools, such as training matenal, etc.

. Research new security technologies and make recommendations for new

processes.

Premium Services:

. Coordination of Security with agencies, including awarengss promotion:

Woaork with agencies to promote security awareness.

. Enterprise Risk Assessment: Conduct enterprise-wide Rapid Risk

Assessment.

. Assessment & Management of Application Risk:

A. Assessment of application risk: Assist agencies in evaluating
degree of security-related risk.

B. Development of mitigation plans: Provide assistance to
customers toward development of mitigation plans to address
identified risks.

Passive NMonitoring of IT Security Environment

Essential Base Service:

Monitoring of State Firewalis

1. Provide oversight responsibility for the security of the State’s
infrastructure.

2. Provide final approval on lirewall rule changes in accordance with State
Standards and guidelines.

T3



Frovide Secunty Alort Services

1.

Monitor, evaluate and publish industry security events and vulnerabilities
to Agencies.

Provide network inlrusion detection.

Manilor security breaches and provide information to agencies as
warranted.

Hardware Securily Scanning Services

1.

2.

Coordinate scanning of systems within SOM for poessible vulnerabilities.

Provide recommendations to resolve known vulnerabilities.

Virus Protection

1. Coordination of virus protection, detection and suppression at the PC,

server and network level.

General Security Monitoring

1.

Provide reports {0 agencies on security violations as well as policy
infractions.,

Provide infrusion Detection Systern (IDS) services on DIT supported
platforms.

Coordinating application of federal security programs, such as
Homeland Security {focused on “all threats”™ approach?.

Active Monitoring of IT Security Environment

Essential Base Service:

Perform IT Risk Assessment Services

1.

3.

Perform risk assessment of DIT infrastructure facilities in accordance
with State policy and standards.

Ferform on-demand risk assessment service, as needed within DIT for
new or changing infrastructure facilities.

Document risk assessments for management review and response.

Audils of Access Privileges




1. Audit access codes and usage on platforms within DIT based on
Security palicies and standards.

2. Provide information for cocrdination with customers on customer access
rights and privileges.

3. Assist customers  with agency audits  relating to  IT

platforms/applications. This assistance may invoive IRS audits, Auditor
General Audits, etc.

Premium Services:

1. Ethical Hacking - Conduct ethical hacking against DIT platfarm
resources te assist in determining level of risk for intrusicn, firewall
protection and make recommendations on remediation strategies.

2. User Monitoring - On-demand monitoring of users. In specific
circumstances, it may be necessary t¢ monitor specific users to address
suspected illicit or fraudulent use of IT resources.

3. Health Information Portability Protection Act (HIPPA)Y - Ensure
compliance with HIPPA regulations.

4. Security Accreditation of Computer Systems - Facilitate secunty
accreditation and certification of computer systems.

5. Formal Security Training / Awareness.

8. Homeland Security Incident Coordination |ssues/Response.

Coordination of Physical Security for DIT Facilities

Essential Base Service:

1. Provide oversight responsibility for the security of the State’s physical IT
infrastructure.

4.0 Disaster Recovery Services Overview

The Disaster Recovery and Cmergency Management Services addresses DIT's

responsibility regarding planning, developing and executing disasier recovery
capabilities.

These services also address offering assislance to the agency loward development
of their business resumption plan responsibilty. DIT can leverage ils disaster
recovery planning experiise to provide assistance to its plans and processes. While



both the development and execution of business resumption is clearly an agency
responsibility, DIT will assist customers in dealing with this responsibility.

50 Scope

- Assist in the creation of disaster recovery plans and processes and
creation and maintenance of a disaster recovery hardware environment.

- Bring hardware and systems back online in the event of a disaster for
critical application infrastructure,

- Assist toward development of business resumption plans and
processes.

6.0 Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

Maintenance of Disaster Recovery Flan - For critical business and DIT
processes, creation of a disaster recovery plan covering:

1. Maintenance of existing disaster recovery plans.

2. Distribution of the disaster recovary plan.

Premium Services:

A. Development of Disaster Recovery Plans - For crilical business and DIT
processes, creation of a disaster recovery plan covering:

1. Development of disaster recovery plans specific to  each
platform/process.

2. Distnbution of the disaster recovery plan.

Testing of Disaster Recovery Plan

Essential Base Service:

Tesling of Disaster Recovery Plan - Coordination of testing process with DIT
infraslruclure support and customer as reqguired. This includes:

1. Testing of applications, network availability and cutput.



2. Ensuring that adequate Disaster Recovery testing is accomplished to
meet custemers’ business requiraments.

Premium Services:

A. “Table-Top” Testing - Panel review of Disaster Recovery Plan to verify plan
validity {content, information, sequence, etc.}.

B. Simulation Testing - Full-blown simulation of Disaster Recovery Plan
execution to verify validity, completeness and effectiveness.

Execution of Disaster Recovery Plan

Essential Base Service: None.

Premium Services:

A. Declaration _of an EMERGENCY - Based on customer need and
circumstance, DIT is responsible for the declaration of an emergency.

1. Provides ‘over and above’ normal business response for the specific
systems or applications for which the emergency has been declared.

2. Escalation to 7 X 24 coverage frem on-call individuals.

B. Declaration of a DISASTER - Based on customer need and circumstance,
DIT is responsible for the declaration of a disaster.

C. Execulion of Disaster Recovery Plans and Processes - Carry out efforts
necessary to implement a Disaster Recovery effort based on the
requirements defined in the Disaster Recovery plan to ensure that the DIT
Services meets pre-defined Agency Business Resumption Process

requirements (may include the desktop, telecom, and distributed server
environments).

1. Re-eslablishment of infrastructure required to support business
resumption.

2. Re-establishment of data access.

Assistance toward Development of Business Resumption Plans and
Processes

Essential Base Service:

« Assistance o agencies toward development of their business resumption
plans and processes.



Coordination of business resumption planning process with  DIT
Infrastructure support, Agency Services and Customer as required.

Ensure that all infrastructure issues identifizd in the Business Resumption
Process as being critical are involved in the development process (may
include the deskiop, telecom, and distributed server environments).

Other Disaster Recovery Services

Essential Base Service:

All other disaster recovery and assistance toward development of business
resumption processes.

2.0

ENTERPRISE APPLICATION SERVICES

Cverview

Enterprise Application Services provides applicalion development and
support for technical applications and services impacling several agencies
and the entarprise (all agencies), including Hurman Resource Management
Netwark (HRMN), DCDS, ADPICS, RSTARS, Michigan.gov, e-stores,
Vignette, and Senior Project Management.

Development and Enhancement Services

Development and enhancemenl services to the Human Resource
Management and Finance applicalions including HRMN and DCDS are
prioritized by the Civil Service Departiment. MAIN (ADPICS and RSTARS)
services are prioritized by the Gflice of Financial Management.

New Development projects and enhancements to enterprise or multiple

agency solutions including Michigan.gov applications are provided upon
request by agencies.

Billing and Funding

HRMN and DCDS are funded by the Civil Service Departrment; MAIN is
funded by ilhe Office of Financial Management of the Department of
Management and Budget. Development and enhancement services are
hilled based on the scope of work requested and funding available by the
requesting agency.

bl



3.0

The billing rate will be an hourly rate for staff based on expertise:

Project Manager

Jr. Project Manager/Special Projects Lead
St. Technical Analyst

Analyst/CMA Specialist

Obtaining Services

A Memorandum of Understanding identifying the rates, wark to be
performed, responsibilities and funding source and approval will be
developed and signed by the Information Offlicer, the Director of Enterprise
Application Services or designee, and the Requestor for each project.

Michigan.gov

The Michigan.gov partal group provides hosting services including the
production server environment and support at a 99.9% availability, and a
test server, licenses and support.

Support Services for Michigan.gov include:

Formal training and experlise in Vignette to all end users.

Technical expertise in Vignette, Surfaid and Inktomi for all technical
resources.

Graphical User Interface Michigan.gov Standard support {banner and
graphics).

State of Michigan web application monitoring and review for consistency in
security, privacy, ook and feel, usability.

Routine and on-request statistical reporls.

Web user interface design expertise and support of the user interface look
and feel of the portal.

Vignette Application maintenance and small enhancemenls.
Maintain the contact Michigan e-mail box and either answer the e-mails ar
redirect them to the agency or office that can best reply lo the query.

Support Governor's Executive Office and Communication Division with
ongaing support for the Michigan.gov home page.

Billing and Funding:

Michigan gov Portal charges must support entirely the cost of lhe praduction and
test hosting environments {now 88% of the cost) and the supporl services staff
{now 12% of the cost). Tolal estimated annual expenses for the Michigan .gov
portal is $4,081,000 dislributed as follows:
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Freduction and test hosting charges. $3,586,000
Support Services Staff: £ 495,000

Total estimated charges for MSP for October 1, 2002 through September 30,
2003 are | ]

Agency charges are based on two factors — each weighted at 50%. Thesc
factors will be reviewed and adjusted annually:

= Content count in Michigan.gov database on 10/25/02 are representative of
the cost of those servers, redundancy and support and the Vignetie
application.

» Page views (end user traffic) 9/1/02 through 9/30/02 are representaiive of
the cost of servers and support for Michigan.gov response time,
availability and redundancy.

Charges are not based on the number of websites per agency, the number of
authors, editors or publishers, or the number of training or support services.

Obtaining Services:

Enterprise Application Services supporls Michigan.gov customers in several
differant ways:

= (ontent Management Administrater {CMA) Traming is provided on a
regular schedule or, if needed, special training can be coordinated to
ensure that agencies have personnel capable of maintaining the agencies’
web sites with current information. Training can be scheduled by going to
hitp://w3.michigan.gov/emichigan clicking on CMA and then Training.

» Assistance on CMA problems.
» Requests for URL redirects.

+« Maintain the contact Michigan e-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply tc the query.

For assistance and any of these items, send a GroupWise e-mail to DIT-EAMS-
Web. For immediate assistance from 8:00 AM to 5:00 PM, you can page a CMA
expert by calling 341-0999 and leaving your phona number.

Senior Project Manager Services:

The Senior Projcct Manager is responsible for the successiul on-time, within
budget and scope, delivery of large {$5,000,000+), complex and strategic State
of Michigan projects. They are seasoned and experienced project managers
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responsible for successful delivery along with providing mentoring and
develcpment of Project Management as a discipline within the State of Michigan.

The hilling rate for senior project managers is 395 per hour for fiscal year 2003.

Dbtaining Services:

Contact your 10 to obtain service.

H. DESKTOP SERVICES

10 Overview

This section details the services asscciated with the availability of 'ready-
to-use’ workstations, including standard or advanced workstations as well
as associated penpherals, standard software and applications.

It also covers the activities required to ensure that the workstations,

peripherals, software and applications provided are properly supported
ihrough their entire lifecycle.

2. Roles and Responsibilities
Cresktop Services include:

= Availability of workstation & standard software, including standard

configuration, software and basic office productivity and State of Michigan
software and applications;

= Availability of non-standard software, in answer to specific agency,
position or in some case individual needs;

« Model Office service, which ensures that any new application, scftware or
hardware is 100% compatible with existing standards & equipment;

» Moves, Adds and Changes service, which deals with the installations,
moving andfor removal of workstations and peripherals;

+ Peripheral support, covers the on-site support for standard peripheral
equipment;

« Kiosk suppert, similar to peripheral support but tailored specifically to the
kiosks used by the agencies to provide services across the state.

3.0 Client Service Center
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As its name implies, Client Service Center essentially provides a portal to
all DIT-related service areas via an Enterprise and Centralized Help Desk.

The Client Service Center covers the following:

« Single point of contact for any forrm of user support: {to obtain ‘break & fix’
support, to obtain information about DIT services, to procure new services
from DIT such as applications hosting, etc.);

s Tier 1 user support with a stated goal of resciving the majority of support
requests during the initial call (“on the spot™;

= Tier 2 user support, when applicable, by drawing on olher DIT services or
Agency programs for final resclution of the issue.

i CENTER FOR GEOGRAPHIC INFORMATION (CGl)

1.0 Overview

The Center for Geographic Information {CGl) provides leadership, technical
expertise, and policy for the development, use, dissemination, promotion and
sharing of the state’s geographic resources. Charges for CG! fall into two {2)
categories: direct agency charges and services charged on an hourly basis.

2.0 Services

New development projects and enhancements to enterprise or multiple agency
solutions are provided upon request by agencies. These services are billed
based on the scope of work requested and funding available by the requesling
agency. A Memorandurn of Understanding identifying the rates, work to be
performed, responsibilities and funding scurce and approval will be developed
and signed by the 10, the Director of the CGl, and the requesting agency. The
biling rate wili be an hourly rate for stalf as follows:

Senior Staff: $75 per hour
Junior Staff: $60 per hour
Support Staff: $35 per hour

Selected Services lnclude:

Internet Mapping Services

Thinking and working geographically provides the advantages of using
maps for decision support. Intemet Mapping Services provide web tools
io create maps, integrate information, visualize scenarios, present
powerful ideas, and develop sffective solutions. Geographic Information
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Systems (G13) on the Internet provides a much more dynamic tool than a
static map display. Web-enabled GIS delivers interactive query
capabilities such as

» Searching for specific site locations
« Displaying and viewing mulliple data sets
+ Conducting gqueries for specialized analysis

= Retrieving specialized data services

The CGl provides web-specific data development and management
services targeting cartegraphic design and map rendering technologies;
Internet  Mapping  Application development using pre-developed
functionality or meeting new, agency-specific requirements; and IMS
hosting services that include G-IT hardware and software maintenance
with applicaticn versioning upgrades available.

3.0 Project Management

Geographic Information Technology {G-IT) encompasses an understanding of
spatial data, cartographic expertise, a specifically targeted family of software and
its supporting architecture. Since 80% of State governrment information has a
spatial component, the CGl offers agencies its G-IT expertise for reviewing
preposals containing a gecgraphic component and  continuing  project
management services to ensure successful wvendor delivery of GHT
requirements.

G-1T User Support

The CGl is committed to supporting and enabling Geographic Infarmation
software and equipment users. Both formal and informal assistance and
training is available for Geographic Information off-the-shelf software, G-IT
eqguipment such as GPS units, and user ftraining for developed
applications.  Cartography-related services include custom mapping,
development of both standard and custom symbol sets, and standard
mapping templales and layers. CGl also provides GIS analysis services
tailored to meel agency needs or assists agencies in developing and
implementing their own G1S analysis.

Spatial Data Managemenl

The CGI realizes the growing need for managing the ever-increasing
volume of State geographic data and offers services to develop data
standards for geospatial metadata, locational referencing {(examples
include address, Public Land Survey System, inear referencing systems,
digilal orthophotography, Global Paositioning Systems [GPS] and cther
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referencing systems), and web portal standards for the Michigan
Geographic Data Library. Standards are designed to leverage data
integration and sharing among State agencies. Assistance is available for
using, administering, and optimizing SDE (Spatial Data Engine) for data
loading, data access, and increased performance. Modeling and design

services provide yet another avenue lo improve data access and
availability.

Product Development, Data Development and Data Integration

GGl provides the following services, including
1) Standard and custem map products,

2} Large-format printing for press conferences, court exhibits, and
presentations;

3) Database queries and tabular report compilation that relerence
geospatial data;

4) Address (and other locational data) cleansing and address
matching/geccoding services;

5) Geospatial and related data conversion and migration;
61 Custom geographic data development,
7} Referencing systemn and map projeclion conversions; and

8) Two-way data integration between the Michigan Geographic
Framewaork and various business data sources.

CGl also coordinates digital imagery acquisition and development. The
CGI administers the State’s geographic information web portal including
maintenance of the Michigan Geographic Data Library providing access to
several State agency-sponsored datasets.

Michigan Geographic Framework

CGl serves as administrator of the *Michigan Geographic Framework™ The
Geographic Framework is 2 standardized infrastructure on which all GIS users of
1:12,000 scale map data can build their applications. CGl serves state, regional,
county, and local government agencies, private businesses, and the general

public. CGI provides technical assistance and consultation services to
Michigan’s GIS user community.



Service Request Process

Contact your 10 to obtain service.

J. DATA CENTER OPERATIONS

1.0 Overview

Data and Application Hosting is the ability to provide mainlrame/server facilities,
Operaling System support, maintenance and operational monitoring of customer
data and apyplications.

2.0 Data and Application Hosting

Data and appiication hosting can be performed either in a centralized or
distributed environment, depending on the criticality of the data or
applications hosted:

= Centralized hosting in a 7x24x365 data center is provided for data and
those applications requiring high availability andfor a need for disaster
recovery capabilities. It can also be preferred when a selected
application resides on a mainframe or server supported by the data
center.

K. TELECOMMUNICATIONS

1.0 Overview

Telecommunications involves traditional voice (telephony) and data network
hackbone connectivity between State of Michigan work locations.

Voice Services addresses all services related to telephony, from basic office and
cellular telephony to the design and deployment of elaborate Interactive Voice
Response systems {IVR}, Enhanced Call Processing (ECP), or Call Centers.

The breadih of Voice Services offered depends directly on the degree of
involvement that DIT has in its delivery, i.e. whether or not the delivery facililies
are managed by DIT rather than by an external service provider.

2.0 Service Levels

This translates into three {3) different levels in the breadth of Yoice Services that
are available to customers:

*  Far most central lncations, or locations with a strong concentration of
State of Michigan operations (specific buildings within the Lansing,
Saginaw, Grand Rapids and Detroit areas), DIT manages the voice
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installations and is accordingly able to offer its full breadth of Voice
Services.

* For other locations with significant population or concentration of State
of Michigan eperations (specific buildings within Flint, Jackson and
Kalamazoo areas), DIT is able to offer a limited breadth of Voice
Services.

= For all other locations, the role of DIT is currently limited to
negotiating agreements with service providers to deliver the
services on behalf of DIT.

Data & Network Connectivity covers the connectivity of users to standard State of
Michigan data sources and applications such as data center applications,
distributed applications and external partners.

The Data & Network Conneclivity Services are divided into the following services:

« {onnection of a local network to the State of Michigan “backbone,” which
provides all users of this local network with access to the different data
sources described above;

« Different remote connectivity modes, through which users working
remotely are able to access their normal data resources;

= Different network services such as dedicated conneclivity, connection to
external partners, etc.



Appendix A

Application Service Level Detail

System Name:
Law Enforcement Agency Management System {LEAMS)
Automated Incident Capture System (AICS)
Law Enforcement Information Network {LEIN])
Crirminal History Record (CHR)
Automated Fingerprint Identification System {(AFIS) f Live Scan

800 MHz Radio System

Effective Date; Currently Active

Custamer: MsP

Technology Uwner: MDP/DIT

1) Maintain Current System Suppart
a. Maintain Current FUuncOOmaILY . oo e eeess e cceee e I
b. Contingency Management and System Recovery . 1
¢ Problem Resolution ... e e e e I
d. Holiday Processing ..o oot tnssnnnnan oo o e [
Y ear CRANDES (oo e e e e cciinis e e e e e Ml

I Change Contral .. ..o e eeere s eeres s seen e oo D

2y Application Support Services
A Application Operations . e I
b. Histerical Recurring Changes. e N
¢. Ad hoo Web Maimtenance e oo e
d. Special Distribution of Crtpul... e e
. Data Processing Supplies e e oo

— ——

3) Diseretionary System Changes
a. Support for Customer Requesl e rssss e cceeee e
b. Technolopy ASSESSMENL e ereeee oo oo |

4} Other: ‘i\'item Services Specific 1o This Systemn
h Llcru:al bcmu:a
¢. Data Lntry Services. .
d. System End-User | i::lp r}LH]\ Hummll

— i P



T — Included
NI — Nol Included



Appendix A
System Description

The purpose of this System 1s to provide mission critical services to state and local
criminal justice agencies.

1) Maintain Current Svstem

The following Services are required by DIT to maintaim System integrivy and the current
level of service:

b-a, Maintain Current Functionality

DIT will maintain the Systen functions in place as ol the cifectve date ol this SLA, This
service emsures the correct operation of the System. DIT will notily the customer that a

System change or System maintenance schedules are ready {or implementabon hased
upan the costomer's time frame,

TBD

Major Functional Activities:

Processing Modes:

On—line Inputs:

Processing Inputs:

Processing Oulpuls:

Reporis:



Daily: {(x)

Appendix A

Weekly: {x)

1-b. Contingency Management and Sysiem Recovery

DIT 15 responsibile for providing a backup and eccovery method for this application based
on the lollowing custemer requircmaeints:

1-¢. Problem Resolution

DIT will provide 24 hour per day, 365 days per year abend resolution; resolution of data
intcerity problems will be communicated by BT ta the Apency if any other deliverable
will be allecied.

Besponse Ume rmicasure:

Abends

Report delivery

System performance

1. Haliday Processing

DIT will make changes to cnable the System te continue with current functions while
adjusting to the Apency holiday work schedule,

1-e. Year Changes

Mot lncluded (NVIY - Any changes requested or required to the system must follow (he
normal development process.

1-. Chunge Contraol

Not Tncluded (N:I) - Any changes requested or requived 10 the system must follow the
ol developmeit process.
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2) Application Supporl Services

Application Development and Matnienance Serviees cover the entire application lilecyele
lron a tetal cosl of ewnerslnp perspective.

This service offening also addresses the epportunity evaluations necessary to decide
whether or not an application development project is warranted.

Application Support
2-a, Application Opcerations
DIT wall provide System support for the curment on—ine and batch operations,

Online Detail;

Batch Cycle(s) Detail;

Cyele name:

Cyele desenphion:
Frequency:

Spectal Nle handhng:
Monitor Production Cycle:

Cyele name:

Cyele deseription:
Frequency:

Special Nle handlmg:
Monitor Prodocton Cyele:
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2-b. Historical Recurring Changes

Not [ncluded {(N/T) - Any changes requested or required to the system must [ollow
the normal development process,

2-¢. Ad hoe Web Maintenance

2-d. Special Distribution of Qutput

2-e. Data Processing Supplies

J) Discretionary System Changes

3-u. Support for Customer Request

N/

N/

4) Other: Svstem Services Specifie to This System

4-a. Training

M

4-b. Clerical Services
NI

4-¢. Data Entry Services
N/l

4-d. System End-User Help Desk Suppaort

IF



The mmual contact far support of this application will be through the DIT Client
Service Cenler at [list 8OO number herel.
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Appendix B

system Deseriplion
The purpose ol this Applicalion 15 to provide . . . . .

Svstem Prioirily

The priority of this system as compared to other systems required for the agency to be
operational 15 defined as.

1} Maintain Current Svstem

The Tollowing Services are required by DIT (o taintain System integrily and the current
level of service:

1-a. Maintain Current Functionality

DIT wall maimtain the System [unections in place as ol the effective date of this SLA. This
service ensures the correct operation ol the System. DIT will notify the customer that a
System change or System maintenance schedules are ready for implementation based
upen the customer's time frame and/or appropriate scheduled system downtime,

Major Functional Activities:

+ Provide functional support components provided by DI staft,
-*

System Schednled downtime:

s Deline appropriate lead time frames for DU staff 10 notily agency for
scheduied frequired manlenanece or upgrades.

Reports:

Mot Included (NA)Y DUT wall provide reports required as delined within the agreed upon
time frames.

Daily: {x)
= Report X provided daily by close of business o Ageney husiness unit Y,

Weekly: {(x)

¢+  Report X provided weekhv/hivweekly by close of business on £ day to
Arency business unil Y.

)
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Monihly: (x)

= Report X provided monthly by close of husiness on Z day to Agency
business unit ¥,

Yearly: (x)

=  Report X provided Yearly by close of business on Z day to Agency
business unit Y.

1-b. Contingeney Management and System Recovery

DIT 15 responsible for providing a backup and recovery method for this application based
on the {ollowing customer requirements:

1-c. Prohlem Resolution

DIT wll provide xx hour per day, xxx days per year downtiune resolution; resolution of
data integniy problems will be communicated by 1211 to the Agcncy il any other
deliverable wall be affected.

Response time measure: defing the time {rame required for DT to respend [or problem
resalution.

Downtime  delinition of application dowatime/ unavailabity
Eeport delivery  who 1s to be contacted within the Agency

Svslem perlomance—

1-d. Holiday Proccssing

DIT will make chunges to enable the System o continue with current tunctions while
adjusting o the Agency holiday work schedule.

1-e. Year Changes

Not Included (N/1} - Any changes requested or requited to the system muast (ollow the
normal development process.

1-f, Change Control

Mol Included {53 - Any changes requested or required to the system must follow the
normal development/change process.

)
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2) Application Support Services

Application Development and Mantenance Services cover the entire application liteeyele
from a total cost of ownership perspective,

This service offering also addresses the opportunity cvaluations necessary 10 decide
whether or not an application development project is warranted.

Application Suppaort

2-a, Application Operations

DT will provide System support {or the current on line and bateh operations.

2-h. Uistorical Recurring Changes

Not Included {N/1) - Any changes requesicd or required to the systent must follow
the normal developmient process. This may include yearly archival of data to
storage media.

3) Discretionary System Changes

3-a. Support for Costomer Request
IVH|
3-b. Technology Assessment

N/L

4) Other: System Services Specific to This System

4-a. Training

N/l This includes traimng provided by 107 10 the Agency! application uscrs.
4-b. Data Entry Services

N/ This would inelude the data entry nto databases,

4-d. System End-Uscr Help Desk Support

The initial contact for support of this application will be through the DIT Llelp
esk, Define level of support required by DIT helpdesk to support the Apency.



Access Privileges

Glossary of Terms
A

Physical and remote aceess 1o DIT fucihinies and resonrces
granted by Lnterprise Sceurity,

I Business Resumption Plan
(BRP)

-B-
The documentation that delineates for the Client and -
DIT the necessary procedures to successfully move

the Client's applications from a production facility to
the Disaster Recovery Site.

'f_‘hangc Crder

-

The process of docunenting = change which is a deviation

from an original request lor the purposes of evaluation,
approval or rejection, scheduling and tracking,

Client

The term by which DIT will reler to the Sule agencies
(hat DI') supports, cmphasizing the long-lerm service
relationship.

| Client Service Center (CSC)

An orgamizaniional unit that will manage all reguests Tor
clicnts. This is the mitial point of contract for DIT service
reguesls.

-D-

| Dedicated Services

Disaster Recovery Plan

Thase services which are utilized by a single agency,

The documentation thal delincates all the roles and
responsibilitics for DT stall, along with the steps that
must be taken 1o suecessiully move the production
processing perfornicd at the THT managed facilitics to the
| Disaster Recovery site.

-E-

. Fnterprise Services

! Those services which are utilized by multiple apencics.

Fsealation

i Lngagemient of increasingly higher levels of Managemient
and techmeal resources to ensure problem resolution.

. Ethacal acking
L

| Simulated hacking performed at the request ol a Customer
_ Ageney. under the authority of Lierprise Sceurity.

&



Normal Business Hours
MNolification

Serviee Request {SKR)

Status

Service Providers

System Availability

Fully staffed operational aclivily B

Service Level Apreement

M-

A communication to Management at predetermined
times to provide awarengss of 2 problem ticket thal
has been entered into the automated system.

&
A document which creates a sharcd understanding
regarding the services provided. )

Any Lype of need from a client that is submitted w0 DIT,
for cxample, breal/fix, applhication support, upgrades,
password resets, purchases, ete. Request (or a change in
an cstablished process or procedure. _ )
summary ol prablem resolution activities for a piven ;
ticket to Customers at specific points in titne.

The phase 1 a system lile eycle of the continuous
perlormance of normal daily tasks. i
Total time sysiem 15 available to agency, minus scheduled

| downtime.




